STDD3000 SECURITY

Upon the beginning of execution of the software, the login method is invoked:

Class: 
User
Attributes:
type <int> // 1=consultant, 2=marketing, 3=ceo



password <CString>

Methods:
login()


// GUI

authenticate()



changePassword()
// GUI



UpdateLogin()

1. Login Screen

Username

The username is a string of letters (numbers), 6 to 20 characters in length, following the industry standard. No special characters, punctuation or spaces. Most likely the users will use their DEQ user name for this system as well.

There are 10 people using this project in DEQ, as is the current status. Eight of them are

inspectors, one is the manager, and one the network administrator. Even with a small group like that, we are not going to use the drop down menu for the login name. Logically speaking, drop down menus do save time, and add convenience, but we changed our mind after one of the inspectors we corresponded with made an interesting comment: “if someone can’t even remember their login name, they should find a new job.”

Furthermore, a blind login name system will provide an extra level of security. It is more difficult to guess or obtain a user’s username and password compared to just get their password.

Password

The user’s password is a string of letters (numbers), 6 to 20 characters in length, following the industry standard. No special characters, punctuation or spaces are permitted.

OK

Upon clicking the OK button, the program will authenticate the username and password with the system. If the authentication is successful, the program will immediately display the main program interface.

Cancel

Upon clicking the Cancel button, the program will exit without authenticating the user.
